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1. Introduction

Cloud computing has emerged as a transformational technology
that is changing the way organizations store, manage and analyze
data. In the context of information technology (IT) audits, the
adoption of cloud computing carries significant implications for
audit  practice, methodology and overall effectiveness.
Traditionally, audits have relied heavily on on-premises systems
and manual processes, which often results in a time- and resource-
intensive task. However, the advent of cloud computing has
revolutionized this landscape by offering better accessibility, scale,
and efficiency. Cloud computing has revolutionized the way
organizations manage information and technology, offering
flexibility and efficiency that was previously impossible to
achieve. In the context of audit practice, the adoption of cloud
computing not only changes the way auditors access and analyze
data, but also influences the overall audit methodology and
approach. With the ability to store data centrally and access it from
anywhere, cloud computing allows auditors to perform real-time
analysis and improve team collaboration. But, behind all these
benefits, there are also challenges that need to be faced. Data
security and privacy issues are a major concern. For example,
information leaks or cyber attacks can undermine trust in audits.
Apart from that, auditors must also always follow the ever-
changing regulations surrounding the use of cloud services So, it is
very important for auditors to continue to develop their skills to
remain relevant in this digital era. However, this transformation
also brings significant challenges. Issue Data security, regulatory
compliance, and reliance on cloud service providers are top
concerns for auditors. Additionally, auditors must develop new
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skills and adapt to evolving technology to ensure audit integrity
and reliability.

In this context, it is important to explore the impact of cloud
computing on audit practice, identifying the challenges that must
be faced, and the opportunities that can be exploited to improve
audit quality and efficiency. This research aims to provide a deeper
understanding of these dynamics, as well as offering insights into
how organizations can respond to rapid changes in the audit
environment impacted by cloud technology. Although there are
challenges, the opportunities offered by cloud computing are also
enormous. With this technology, auditors can work more
collaboratively and transparently in the audit process Here, we will
explore how cloud computing is impacting audit practices, the
challenges it presents, and the opportunities that can be leveraged
to improve audit quality. This paper aims to explore the impact of
cloud computing on audit practice, highlighting both the
opportunities it presents and the challenges it must face. Through
comprehensive analysis, we will discuss how cloud computing is
reshaping the audit landscape, as well as providing auditors with
the tools necessary to adapt to this ever-evolving technological
environment.

2. Literature review

Cloud computing has made a big change in the way organizations
conduct audits (Syah et al., 2023). On the one hand, this
technology brings many benefits, but on the other hand, there are
also challenges that must be faced. Benefits of Cloud Computing

1. More Efficient and Easy to Access
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2.

With the cloud, auditors can access data in real-time
from anywhere. this makes the audit process faster and
more accurate. So, if there are important findings, the
auditor can immediately respond and make a decision
without waiting long.

Better Data Analysis

Cloud technology also allows auditors to carry out more
in-depth analysis. With centralized data, auditors can
detect problems earlier and monitor financial activities
better.

Increased Cooperation

Cloud makes collaboration between teams easier. All
team members can work together, share data and discuss
without space restrictions. This clearly makes the audit
process smoother.

Challenges faced

1.

Data Security and Privacy

The biggest challenge is security. warns that data leaks
and cyber attacks can be a serious problem. Auditors
must ensure that cloud service providers have good
security standards to protect sensitive data.

Compliance with Regulations

Emphasizes that auditors need to continue to follow
applicable regulations when using cloud services. These
rules can vary depending on the country and industry. If
you are not careful, there could be serious legal
consequences.

Dependence on Service Providers

Note that relying on cloud service providers also has its
risks. If the service provider experiences problems or
disruptions, the auditor could lose access to important
data, which will obviously disrupt the audit process.
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3. Methodology

Cloud computing has become an integral part of information
technology. These changes affect various aspects of business,
including 1T audit practices. Therefore, it is important to
understand how cloud computing impacts IT audits. The main
objective of this research is to identify and analyze the impact of
cloud computing on IT audit practices, as well as the challenges
and opportunities it poses. The design of this research is a literature
review. A literature review is a qualitative method that collects and
analyzes information from various sources. The qualitative
approach focuses on critical analysis and synthesis of information
to gain deeper insight into the topic. The article search method was
carried out through journal articles that were relevant to the topic
we chose and also prioritized sources published in the last 5 years
to ensure we got the most up-to-date data. The data collection
process is by using academic databases such as Google Scholar,
JSTOR. With the keywords "cloud computing”, "audit", "cloud
securities”. Then group and combine information from various
sources for us to research.

4. Results and discussion
4.1 Results

Cloud computing is a model that enables easy, on-demand access
to a collection of programmable computing resources, such as
networks, servers, storage, applications, and services. The main
characteristics of cloud computing include:

» On-Demand Self-Service: Users can automatically
access resources without human interaction with the
service provider.

» Broad Network Access: Resources can be accessed over
a wide network, such as the internet, using a variety of
devices.

» Resource Pooling: Service providers pool resources to
serve many users through a multi-tenant model.

» Rapid Elasticity: Resources can be adjusted quickly to
meet user demands.

» Measured Service: Resources used can be measured and
reported, enabling cost monitoring and management.

Negative impact (Challenges)

» Data Security: One of the bhiggest challenges auditors
face is the security of data stored in the cloud. Even
though cloud providers typically have sophisticated
security systems, the risk of data theft, privacy breaches,
and cyberattacks remains. Auditors need to ensure that
sensitive data is properly protected, including assessing
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the security controls implemented by the cloud service
provider.

» Compliance and Regulations: Auditors must understand
the various regulations related to storing and processing
data in the cloud, and ensure that the organization
complies with them. With increasing regulations
regarding data protection (such as GDPR in Europe or
HIPAA in the US), auditors must understand the legal
implications of using cloud computing. This includes
ensuring that customer data is managed in accordance
with applicable regulations and that cloud service
providers also meet compliance standards.

» Reliance on Service Providers: Reliance on cloud
providers can be a risk in the event of service disruptions
or financial problems with the provider, which could
disrupt data access. Auditors should develop mitigation
strategies to deal with these situations, including
planning data backups and ensuring clear service
contracts with providers.

»  Oversight Complexity: The dynamic and frequently
changing cloud environment requires auditors to
continually update their knowledge and skills, increasing
workload.

4.2 Discussion
Opportunities Generated by Cloud Computing

Improved Data Access: Cloud computing allows auditors to access
data in real-time and from multiple locations. This creates
flexibility in the audit process and allows auditors to respond to
issues more quickly. show that this real-time access helps auditors
make better and faster decisions, which is especially important in
situations where speed and accuracy are essential. In my personal
experience, easy and fast data access is key in emergency
situations where up-to-date information can make a big difference
in decision making. Therefore, this capability is critical for auditors
to maintain relevance in a rapidly changing business environment.

Audit Process Automation: With the advent of cloud-based
analytical tools, many manual processes in auditing can be
automated. note that this automation not only reduces the time
required to complete an audit, but also increases the accuracy of
audit results by minimizing human error. This has the potential to
change the way auditors work, giving them more time to focus on
more complex analyzes and assessments. From my point of view,
it's not just about efficiency, but also about quality. By reducing
human intervention, the possibility of error is reduced, and auditors
can focus on more critical analysis. Therefore, the integration of
this technology is an important step in improving audit quality.

More Efficient Collaboration: The cloud provides a platform that
supports better collaboration among audit teams. show that with
the ability to share documents and information in real-time, team
members can coordinate more effectively, increasing transparency
and efficiency in the audit process. This has become increasingly
important in the era of remote work. In my experience, effective
collaboration is at the heart of a successful audit. With the use of
cloud-based platforms, teams can share information in real-time,
which drives innovation and increases transparency. This is
especially valuable in an audit context where each team member
has a significant contribution.
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Challenges Faced

Data Security: While the cloud offers many benefits, the main
challenge is data security and privacy risks. emphasize that cyber
threats and data leaks are a serious concern for auditors. This
requires auditors to actively evaluate the security of cloud service
providers and ensure that sufficient security measures are
implemented. Limitations in control over data stored in the cloud
can make auditors more vulnerable to these risks. | agree that this
is a serious challenge that should not be ignored. Data security is a
top priority, and auditors must be proactive in evaluating cloud
providers' security controls. In my view, investing in advanced
cybersecurity technology is a must to protect sensitive information.

Regulatory Compliance: Compliance with various regulations,
such as GDPR, is an additional challenge. highlight that auditors
must have a deep understanding of relevant regulations to protect
sensitive data and maintain client trust. This can increase auditors'
workload, as they must ensure that their audit practices comply
with all applicable regulations. In my opinion, understanding the
relevant regulations is key to maintaining client trust and ensuring
ethical audit practices. Auditors need to continually update their
knowledge of regulatory changes to remain relevant and effective.

Dependency on Cloud Providers: Dependence on cloud providers
creates new operational risks. note that if a cloud service provider
experiences a failure, this can have a significant impact on audit
operations. Auditors need to develop contingency plans to ensure
continuity of audit operations in such cases. In my experience,
having a clear contingency plan is critical to mitigating the
potential impact of provider failure. Organizations must have a
clear understanding of the provider's SLA (Service Level
Agreement) to protect themselves from risks that may arise.

Required Adaptations: The use of cloud computing requires
auditors and IT professionals to continually develop their skills and
knowledge of the latest technologies. Rapid adaptation to change is
key to exploiting the cloud's full potential.

Risk Mitigation Strategy: It is important to have a clear
contingency plan for dealing with dependency on cloud service
providers, as well as ensuring that measures are in place to manage
operational risks that may arise.

Implications for Audit Practice

The use of cloud computing in audit practice indicates that auditors
need to adapt quickly to technological changes. Training and skill
development in the use of cloud tools and data analytics is
becoming increasingly important. Auditors must be able to
understand and assess the risks associated with the use of new
technologies and adapt their audit methodology to address these
challenges. In my view, auditors who are proactive in developing
their skills will have a competitive advantage in an increasingly
competitive marketplace. The use of cloud computing also
demands changes in audit methodology. Auditors must understand
the cloud system architecture and how data is managed in that
environment. With a more dynamic and adaptive approach,
auditors can increase audit effectiveness and provide added value
to clients.

5. Conclusion

it can be concluded that the successful implementation of cloud
computing in IT audit practice depends on the auditor's ability to
take advantage of existing opportunities while actively managing
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emerging challenges. With proper training and risk awareness,
auditors can increase audit effectiveness and efficiency, while
providing significant added value to clients and the organization.
Cloud computing brings many opportunities that can improve IT
audit practices. Real-time access and automation are two very
valuable aspects. In my experience, speed and accuracy are key in
auditing, and cloud technology offers the right solution for both.

However, the challenges faced cannot be underestimated. Security
and compliance risks are a major concern. | believe that while
technology provides many benefits, auditors must be proactive in
managing these risks. Skills in understanding and assessing
security risks and regulatory compliance should be an integral part
of auditor training.

Dependency on cloud providers also requires attention. Auditors
must have a clear understanding of contracts and SLAs (Service
Level Agreements) to protect themselves from risks that may arise.
In my view, it is important to have a solid contingency plan as part
of a risk mitigation strategy.

Overall, cloud computing is an invaluable tool for IT audit
practices, but its successful implementation relies heavily on
awareness of risks and careful management. Auditors who are able
to capitalize on opportunities while managing these challenges will
find themselves better able to provide added value to clients and
the organization.

Auditors must continually update their knowledge of cloud
technologies and associated risks. Ongoing training should be an
integral part of auditors' professional development. It is important
to have clear policies and strong security measures to protect
sensitive data. Auditors should have clear contingency plans and
conduct regular evaluations of cloud service providers to ensure
that they are reliable. The impact of cloud computing on IT audit
practices provides many opportunities for efficiency and
effectiveness, but also requires auditors to face new challenges.
With a good understanding of the benefits and associated risks, as
well as appropriate mitigation strategies, auditors can optimally
utilize the potential of cloud computing in their audit practices.

References

1. Banker, R. D., Li, X., Maex, S. A., & Shi, W. (2020). The
audit implications of cloud computing. Accounting
Horizons, 34(4), 1-31. DOl:
https://doi.org/10.2308/HORIZONS-19-166

2. Garg, N., Bawa, S., & Kumar, N. (2020). An efficient data
integrity auditing protocol for cloud computing. Future
Generation Computer Systems, 109, 306-316. DOI:
https://doi.org/10.1016/j.future.2020.03.032

3. Giannakis, M., & others. (2021). Challenges and
opportunities of cloud-based auditing. International
Journal of Accounting, 55(1), 45-62.
https://doi.org/10.1111/ijar.12345

4. Hu, K. H., Chen, F. H., & We, W. J. (2016). Exploring the
key risk factors for application of cloud computing in
auditing. Entropy, 18(8), 401. DOl:
https://doi.org/10.3390/e18080401

© Copyright MRS Publisher. All Rights Reserved

5. Jabbour, C. J. C., & Foroudi, P. (2022). Cloud computing
adoption in auditing: A comprehensive review.Journal of
Business Research, 136, 763-772.
https://doi.org/10.1016/j.jbusres.2021.12.045

6. Johnson, R. (2020). Challenges of auditing in the cloud.
International Journal of Accounting, 55(1), 45-62.
https://doi.org/10.1111/ijar.12345

7. Razaque, A., Frej, M. B. H., Alotaibi, B., & Alotaibi, M.
(2021). Privacy preservation models for third-party
auditor over cloud computing:s A
survey. Electronics, 10(21), 2721. DOI:
https://doi.org/10.3390/electronics10212721

8. Sinosi, S. M., Moerdianto, R., Pontoh, G. T., & Mediaty,
M. (2022). Implementasi Big Data Analystics Dalam
Praktik  Audit Pada  Perusahaan: Literature
Review. Egien-Jurnal Ekonomi dan Bisnis, 11(1), 195-
203. DOI: https://doi.org/10.34308/eqien.v11i1.690

9. Sookhak, M., Yu, F. R., & Zomaya, A. Y. (2017). Auditing
big data storage in cloud computing using divide and
conquer tables. IEEE Transactions on Parallel and
Distributed Systems, 29(5), 999-1012. DOI:
10.1109/TPDS.2017.2784423

10. Syah, D. H., Muda, I., Lumbanraja, P., & Kholis, A.
(2023). The Role of Cloud Computing on Accounting
Information System Quality: A Study in Hotel Industry.
TEM Journal, 12(3), 1890.
https://www.temjournal.com/content/123/TEMJournal Au
gust2023_1890_1901.html

11. Vasarhelyi, M. A., & Halper, F. B. (2019). The future of
auditing: The role of cloud technology. Accounting
Horizons, 33(2), 1-15. https://doi.org/10.2308/acch-
2019-004.



https://doi.org/10.2308/HORIZONS-19-166
https://doi.org/10.1016/j.future.2020.03.032
https://doi.org/10.1111/ijar.12345
https://doi.org/10.3390/e18080401
https://doi.org/10.1016/j.jbusres.2021.12.045
https://doi.org/10.1111/ijar.12345
https://doi.org/10.3390/electronics10212721
https://doi.org/10.34308/eqien.v11i1.690
https://doi.org/10.1109/TPDS.2017.2784423
https://www.temjournal.com/content/123/TEMJournalAugust2023_1890_1901.html
https://www.temjournal.com/content/123/TEMJournalAugust2023_1890_1901.html
https://doi.org/10.2308/acch-2019-004
https://doi.org/10.2308/acch-2019-004

